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Abstract—- This research-to-practice full paper addresses the
important need for relevant and comprehensive datasets to ad-
vance cybersecurity research by proposing methods for curating
open datasets and generating synthetic datasets. Cybersecurity
research is a rapidly evolving scientific field, making robust
datasets crucial for empirical analysis. Unfortunately, current
doctoral research is hindered by the scarcity, limited accessibil-
ity, and outdated or irrelevant nature of existing open-source
datasets. This paper tackles these challenges by focusing on
two main initiatives: (1) curating a pilot collection of open
datasets aligned with the National Initiative for Cybersecurity
Education (NICE) Cybersecurity Workforce Framework, and
(2) using Generative Adversarial Networks (GANs) to generate
synthetic datasets. Our research highlights the obstacles faced
by doctoral students due to fragmented, outdated data and
underscores the importance of accessible datasets for rigorous
scientific inquiry. We also demonstrate how synthetic data can
ease privacy concerns while still offering researchers realistic
data. By incorporating these approaches into doctoral curricula,
we aim to equip future cybersecurity researchers with the skills
resources for impactful research. The authors will continue to
expand their dataset curation efforts and study how discoverable,
high-quality datasets can influence doctoral research, particularly
empirical studies and their outcomes.

Index Terms—cybersecurity, open data, synthetic data, GAN,
doctoral curriculum

I. INTRODUCTION

The field of cybersecurity continues to rapidly evolve, re-
flecting a shift towards a more rigorous scientific approach that
emphasizes empirical research and data-driven analysis. For
example, a bibliometric study by Furstena et al. [1] maps out
two decades of cybersecurity research, revealing an expanding
scope of themes from intrusion detection to complex issues
like privacy and smart grids. The study highlights the growing
reliance on quantitative methodologies and the increasing so-
phistication of cybersecurity research, underscoring the field’s
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evolution from practical countermeasures to a structured scien-
tific discipline. Complementing this perspective, [2] introduces
the concept of “cybersecurity dynamics”, further establishing
the field’s foundation by advocating for a systemic and sci-
entific approach to understanding and modeling cybersecurity
phenomena. The framework by Xu [2] reinforces the necessity
for a scientific discipline that can adapt to and anticipate
evolving cybersecurity challenges. Adding to this foundation,
[3] highlight the critical role of mathematical approaches in
elevating cybersecurity to a scientific discipline, arguing that
these methodologies provide the precision and replicability
needed to transform cybersecurity from a protoscience to a
fully developed science. This stream of literature corroborates
the pressing needs of transformation of cybersecurity from
practical, ad hoc solutions to a more structured and empirical
field. However, the current research landscape is marred by
outdated and fragmented datasets that fail to capture the
evolving dynamics of cyber threats, limiting the scope and
depth of their potential use in research and their applicability
to research on modern cybersecurity challenges [4].

Our previous work highlighted that the field of cybersecurity
research, particularly at the academic doctoral level, faces a
significant challenge posed by the scarcity of accessible and
comprehensive datasets [5]. This gap hinders the ability of aca-
demic doctoral students to conduct thorough and scientifically
robust research. Furthermore, this scarcity and inaccessibility
of quality data are not just academic issues but also practical
concerns that affect the development of effective cyberse-
curity measures. The authors called for collective action to
make more accessible datasets freely available, promoting
transparency and strengthening the scientific credibility and
trustworthiness of the cybersecurity discipline [5].

This paper aims to address these challenges through two



primary initiatives: the curation of a pilot collection of open
datasets aligned with the National Initiative for Cybersecurity
Education (NICE) Cybersecurity Workforce Framework [6],
and the innovative generation of synthetic datasets using
Generative Adversarial Networks (GANS).

For the first initiative, a diverse array of cybersecurity-
related datasets is being compiled and categorized according
to the distinct areas of cybersecurity functions defined by the
commonly used NICE Framework [6]. The goal is to enable
researchers to easily locate and utilize datasets relevant to
their specific area of interest within cybersecurity. For the
second initiative, we showcase the application of GANs to
generate synthetic datasets as a promising avenue to augment
the limited available data. This approach not only addresses
the gaps in data availability but also can mitigate privacy and
security concerns associated with the use of real data, thus
supporting a broader range of research activities while adher-
ing to ethical standards. Together, these efforts are expected
to underpin more rigorous scientific inquiries and enable more
sophisticated investigations than currently possible.

Following this introduction, the next section delves into the
current state of cybersecurity research and the challenges as-
sociated with data accessibility. We then discuss the scientific
methodologies being employed to address these challenges,
with a focus on the creation of open dataset repositories
and the application of GANs for synthetic data generation.
The subsequent section will provide a discussion of how
these methodologies can be integrated into the curriculum of
our doctoral research courses. Finally, the paper concludes
with a summary of our study’s contributions to the scientific
community and suggestions for future research directions.

II. IMPACT OF DATA CHALLENGES ON DOCTORAL
RESEARCH IN CYBERSECURITY

Recent national initiatives including the NSF’s Cyberinfras-
tructure for Public Access and Open Science (CI PAOS) (Na-
tional Science Foundation, 2024) and the OSTP’s memoran-
dum on public access to federally funded research [7] highlight
the government’s efforts to create research data infrastructure
ecosystems across scientific disciplines and domains, empha-
sizing the importance of “accessibility, discoverability, reliabil-
ity, reproducibility, sustainability, and utility” of data products
[8]. We believe these initiatives are particularly pertinent to the
emerging field of cybersecurity, as it evolves into a recognized
scientific discipline. The demands for rigorous and verifiable
data to support empirical research is becoming apparent [9],
[10]. For doctoral students, this evolution requires a dynamic
approach to education, where curriculum content continuously
integrates the latest methodologies and technological advance-
ments in data analysis. This constant updating is critical to
ensure that doctoral research outcomes are scientifically robust
and practically relevant [11].

A. Current Data Accessibility Issues

The landscape of cybersecurity research is complicated by
data accessibility challenges that impact doctoral research.

This section discusses and summarizes several key obstacles
faced by our doctoral students, which impede their capacity
to conduct advanced and timely research.

A primary issue is the rapid evolution of cybersecurity
threats, which outpaces the data collection and results in
datasets that quickly become outdated and less relevant for
current security challenges [12]. This dynamic nature of
threats requires datasets that are not only comprehensive but
also timely, an aspect often missing from available open-
source data sources. Second, legal and ethical barriers present
substantial hurdles. Data privacy laws, such as the General
Data Protection Regulation (GDPR) in Europe and privacy
regulations in various states in the US, impose stringent
restrictions on data collection and sharing, particularly with
data that involve personally identifiable information (PII) [13].
These regulations complicate the process for doctoral students
who may benefit from access to sensitive data for their re-
search. The proprietary nature of many cybersecurity datasets
further exacerbates this issue, as companies and institutions
are reluctant to share data that may reveal vulnerabilities
or business insights [14]. Third, doctoral students often face
technological and resource constraints that limit their ability
to gather and analyze large-scale cybersecurity data. The high
costs associated with data storage, processing, and analysis
tools can be prohibitive, restricting the scope of doctoral
projects to smaller, less impactful studies. This is particularly
challenging in cybersecurity, where large datasets are crucial
for developing effective security measures and algorithms [15].
Fourth, the lack of robust platforms for data sharing and
collaboration among researchers hinders doctoral students’
ability to access diverse datasets and collaborate with peers.
While the value of shared datasets for advancing cybersecurity
research is increasingly recognized, effective data sharing and
collaboration platforms are still lacking, limiting the quality
and scope of research that can be conducted [10]. Finally, ad-
dressing these challenges requires concerted efforts to develop
more open and collaborative research environments. Initiatives
that promote open data platforms and partnerships between
academia, government, and industry are crucial as they provide
essential resources for doctoral students. These platforms
should enable data sharing, encourage standardization, facil-
itate replication, and support the creation of comprehensive
datasets that reflect current and emerging cybersecurity threats
[16].

B. Impact on Doctoral Research

The above challenges have shaped the scope and quality
of doctoral research in cybersecurity, particularly affecting the
choice of research methodologies. Many doctoral students find
themselves constrained to using qualitative methods like sur-
veys and interviews due to the unavailability of comprehensive
cybersecurity datasets. While these methods provide insights
into behavioral and policy-related aspects of cybersecurity,
they lack the depth required for analyzing complex technical
systems and cyber-attack patterns. This reliance on limited
data types can skew research towards certain areas, potentially



neglecting others that are crucial for a holistic understanding
of emerging cybersecurity threats [17].

Data scarcity also hinders innovation, particularly in areas
requiring extensive datasets such as artificial intelligence (AI)
and machine learning (ML) applications in cybersecurity [18].
The lack of robust, real-time data impedes doctoral students’
ability to conduct groundbreaking research that could lead to
significant advancements in the field. This limitation not only
slows the progress of developing more sophisticated security
solutions but also restricts doctoral researchers’ contributions
to cutting-edge innovations. Doctoral students who wish to
engage in experimental or simulation-based research encounter
additional barriers. Simulations and modeling are essential
for testing cybersecurity solutions in controlled environments,
but they require accurate and extensive data to be effective
[18]. Without access to high-quality datasets, the reliability
of simulations and the conclusions drawn from them may
be compromised, reducing the impact of the research and its
applicability to real-world scenarios [19], [20].

Unlike disciplines such as bioinformatics or environmental
science, where data repositories are rich and collaborations
across institutions are common [21], cybersecurity research
often suffers from data isolation. This isolation, partly due
to the sensitive nature of cybersecurity data, complicates
efforts to establish comprehensive data-sharing mechanisms.
Although initiatives like the IMPACT project are making
strides in addressing these gaps [22], much more needs to be
done to foster a collaborative and open research environment
that enhances the scale and relevance of doctoral research in
cybersecurity.

Addressing these challenges involves not only institutional
and policy changes but also a cultural shift towards more
openness in data sharing within the cybersecurity research
community. Enhancing data accessibility for doctoral students
is essential for nurturing a new generation of cybersecurity
professionals equipped to tackle future challenges with inno-
vative solutions and robust research methodologies.

III. METHODOLOGY FOR ADDRESSING DATA SCARCITY
A. Curating Open Datasets

There is currently no one specific repository for cybersecu-
rity datasets. That is not to say that there are none available,
dispersed across multiple sources, but their “discoverability”
is lacking, requiring considerable effort on behalf of any
researcher looking for specific types of cybersecurity data.
In many cases, there is limited information available on the
origins of the data and its provenance, leading to concerns
about the “reliability” of the dataset. In May 2022, the
Executive Office of the President issued a document giving
“desirable characteristics” for data repositories from federally
funded research [23]. Many of these recommendations can,
however, be applied to any dataset.

In our experiment, three students in our DSc in Cyber-
security program set out to discover available cybersecurity
datasets, with data produced in the last 10 years, primarily
using the Internet and their knowledge of the field. Their

searches included many different search terms, reflecting the
evolution of computer security terminology. They first set out
to find repositories specific to cybersecurity, for example the
Canadian Institute for Cybersecurity from the University of
New Brunswick (https://www.unb.ca/cic/datasets/index.html).
This resource lists around 30 datasets classified as Ground
Truth, IoT, Dark Web, IDS, SCX, Malware and Operational
Technology (OT). Of these only 3 categories had recent data
(Ground Truth, IOT, and OT), probably reflecting the current
research interests at the university.

The students next extended their searches beyond cyber-
security resources, to generally available dataset repositories
such as GitHub and Kaggle, as well as vendor open-source
data repositories, such as the Registry of Open Data Ama-
zon Web Services (AWS) and Google Large Public Data
Directory, and government resources on data.gov. Students
found a few cybersecurity datasets on these sites, although
again they were limited, many not current, and most with
limited information on the provenance of the data. For ex-
ample, AWS had only 2 cybersecurity data sources listed
(https://registry.opendata.aws/).

Our list was growing slowly, with many datasets found dated
earlier than 2010 or not dated, and so not eligible for inclusion.
In addition, the same dataset was often mentioned on multiple
repositories or had links that no longer worked. We now turned
our attention to “utility” and the classification of datasets into
categories that were in general use. As noted above, we settled
on the NIST/NICE Workforce Framework with its seven major
functions [24].

At the end of the experiment, the doctoral students had
identified and classified some 40 datasets, primarily in the
Analysis and Investigate categories of the NIST framework.
The research work demonstrated the difficulty in “discovering”
open-source cybersecurity-related datasets, and ensuring that
cybersecurity datasets that are found are reliable and current.

B. Synthetic Data Generation Using GANs

Generative Adversarial Networks (GANs) have been a ma-
jor advancement in Al in recent years with end products such
as ChatGPT [25], DALL-E [26], and Co-pilot [27]. These
tools were trained on large datasets to achieve their particular
success defined in their domain. An underused use of GANs
has been in the generation of synthetic data where large
datasets do not exist, a use case that is increasingly being
used in cybersecurity. GANs are typically composed of two
neural networks, a generator and a discriminator. These neural
networks are trained together, to compete with each other.
The generator’s goal is to create data that is indistinguishable
from real data, and the discriminator’s goal is to create a
model that can evaluate whether the data is real or synthetic.
The discriminator provides this feedback to the generator to
improve the output of the generator [28].

The use of GANs for synthetic data generation offers
significant advantages to cybersecurity, a field with particu-
larly sensitive data issues. Synthetic data can sidestep typical
research concerns around the use of real-world datasets that



often contain PII while still providing a similar distribution
of data. This approach is more important than ever given the
increase in data privacy laws such as the GDPR that come
with restrictions on data usage [13].

Synthetic data in cybersecurity has demonstrated potential
in two main areas. First, synthetic datasets can be used to train
machine learning models. This approach limits the attacker’s
ability to expose sensitive information through machine learn-
ing attacks. This also helps to provide large-scale data and
diverse data that mirror the real world but do not contain
the same ethical or legal risks that traditional cybersecurity
machine learning carries that might be fined under policies
such as GDPR [4].

Secondly, often in cybersecurity, datasets are quickly out-
dated as the underlying technology has changed or a researcher
or company has only been able to release a fragment of a
dataset. In many areas of cybersecurity, cybersecurity-related
datasets have been determined to be outdated. This reduces
the researcher’s ability to generalize research results to cur-
rent real-world scenarios [12]. By solving these problems
and creating synthetic data that reflect current cybersecurity
landscapes, GANs allow researchers and security measures to
be developed that are effective against cyber threats.

Although GANs are a growing trend in research, they do
have limitations. The output quality of the synthetic data
depends on the quality of the initial datasets used to train
the models. Any bias in the original data will likely continue
in synthetic data as it tries to follow similar distributions.
Additionally, if the original data are not representative of the
real-world conditions, the synthetic data is unlikely to match
the real-world conditions as well. For many cybersecurity
tasks, this could allow for flawed security measures or false
confidence in the system as a whole.

Despite these limitations, as GANs mature, we expect them
to play an important role in overcoming traditional data
collection limitations. Ultimately, the promise of GANs in
cybersecurity should give industry and researchers a bridge
to connect while allowing privacy and security of data [16].

In one of our doctoral student’s dissertation research,
various hypotheses relating to the impact of synthetic data
on the utility of machine learning models were tested.
The student generated synthetic data to preserve privacy,
while additionally testing that machine learning models
could learn accurately from datasets that did not di-
rectly contain sensitive data. This research was driven
by the objective of maintaining ethical standards along
with utility in data-driven research, a growing domain in
our doctoral program. The experiments generated synthetic
data based on the European Credit Card Fraud Dataset,
available on Kaggle (https://www.kaggle.com/datasets/mlg-
ulb/creditcardfraud), while integrating differential privacy
techniques.

C. Limitations of Using Synthetic Data in Academic Research

Doctoral students and other academic cybersecurity re-
searchers may increasingly view synthetic data as the viable

alternative to the collection of real data or as a valuable
methodology for the augmentation of real data where collect-
ing data, particularly from human subjects, is time-consuming,
less than comprehensive, subject to privacy regulations, or not
free from bias.

While the use of GANS to develop synthetic data, as
discussed above, is improving continuously, it is also important
for cybersecurity researchers to consider its limitations, most
importantly, its “responsible use” in research. Unlike in human
subject research, there is currently a lack of legal or ethical
frameworks in place to ensure effective use of synthetic data
whether, for example, to increase the size of a dataset for
machine learning training, to ensure data privacy, to generate
missing data, or to deliberately diversify the data.

However, general guidance on ethical uses of Al is be-
coming more prevalent, with a leading proponent being the
European Union with the recent passing and implementation
of its Artificial Intelligence (AI) Act as well the pending
guidelines from the United States Artificial Intelligence(Al)
Safety institute, within the National Institute of Standards and
Technology (NIST), with its initial focus on the priorities
assigned under President Biden’s Executive Order on Safe,
Secure, and Trustworthy Development and Use of Aurtificial
Intelligence. NIST AI 100-4 has a draft, available on public
comment, that addresses techniques to reduce the risks posed
by a broad range of synthetic content [29]. Included in their
report are the need to ensure the providence of the synthetic
data is identified, content is authenticated, synthetic data is
detected, and that ownership of the data is known. NIST also
identifies a series of harms and risks from synthetic content,
including discrimination based on gender, race and ethnicity,
and other factors. They also acknowledge that further scientific
research is necessary.

Based on this draft guidance, cybersecurity researchers,
including doctoral students, must take responsibility for any
synthetic data they generate and use in their research, including
clearly identifying the data and models used to create the data.

It is noted that the positive impact of synthetic data in
cybersecurity research may be greater than the negative effects,
particularly in doctoral research settings where obtaining real
data is often time-consuming and difficult, particularly given
time constraints on dissertation completion. However, the risks
of synthetic data must be understood, generation and use of
synthetic data must be fully detailed in the dissertation, and
the evolving standards and guidelines being developed need
to be monitored.

IV. CASE STUDY

Marymount university’s Doctor of Science (DSc) in Cyber-
security began in 2018 and is primarily focused on knowledge
transfer to and from experienced cybersecurity professionals.
These professionals generally come in with one or more
master’s degrees in the field and a desire to obtain an applied
research terminal degree, leading to promotion or a career
change on retirement, say into teaching. Many come to the
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Fig. 1. Proposed data integration in our research course progression

program with their own research topic based on their experi-
ences in the field. In the application process, we talk with the
applicants about their research focus and ensure that we have
the faculty to provide guidance in their research area as well
as our ability to teach them new aspects of cybersecurity and
how to ethically conduct academic research.

The post-master’s program has two parallel components:
new knowledge acquisition and research leading to a disser-
tation. For knowledge acquisition, doctoral students select six
700-level courses to supplement their existing knowledge base
obtained during their master’s program, which might now be
dated, and the practical knowledge gained from their specific
work experience in the military, government agenesis, consult-
ing organizations, and commercial companies. Courses offered
include topics such as cyber threat intelligence, machine learn-
ing, advanced cybersecurity, global and national cybersecurity
policy, and advanced malware analysis, to name a few. The
doctoral students chose the areas where they want to gain
new knowledge and collaborate in making presentations and
preparing publications, learning from each other’s experiences.
Several datasets of relevance to the topic are used in these
courses but are generally provided by the faculty members

based on their research.

Doctoral students are not required to take all the 700-level
courses before they begin the research process since they have
generally acquired the foundational cybersecurity knowledge
from their master’s programs and through working in the field.
Hence, doctoral students may elect to start the applied research
component (the so-called 800-level courses) at any time and
so can tailor their 700-level courses to support their planned
research, for example, by taking a machine learning course.
The 800-level courses are designed to scaffold the doctoral
students through the academic research process, firstly in a
collaborative environment, again learning from each other.
Only when the proposal is fully defined and evaluated, do
they complete their research individually under the guidance
of their committee. In the initial three courses including IT 800
Beginning Applied Research in Cybersecurity, IT 810 Applied
Research Topics and Methods in Cybersecurity, and IT 820
Applied Research: Qualitative and Quantitative Research, fac-
ulty expose the students to the scientific research process, the
importance of establishing the research output of others basis
for their own research, ethical research practices including IRB
requirements, and a variety of research methodologies.



The availability of datasets to further the research initiatives
may come up in any of these courses, and the doctoral students
are advised by faculty on potential sources of the data. Several
have relied on obtaining data from their organizations, but
many of them faced legal obstacles around the release of the
data, despite promises to protect the privacy of the individuals
and the organization. A few did manage to obtain technical
datasets such as logfiles and network incident data from their
employers with permission, but these datasets tended to be
small and not generalizable.

Those researchers who used open datasets generally used
data from other related disciplines, such as criminal justice
or financial services. In the synthetic data generation example
above, the source of the data was from credit card transactions
made by European cardholders each year where the data had
been anonymized to protect the cardholders’ identities. The
primary objective of releasing this dataset through Kaggle was
to facilitate the development of fraud detection algorithms to
identify potentially fraudulent transactions. In another exam-
ple, a doctoral student based his research on cyber threats
on older adults by using a series of crime datasets, the
primary one being from the AARP Fraud Watch System which
provided raw victim sentiment data. However, this was not an
open dataset and required permission to access and use it.

Web scraping was another method used by doctoral students
to generate appropriate datasets. For example, a doctoral
student used an initial dataset from Reddit to research the
use of social media in influence operations. He then used web
scraping to obtain more data on the entities identified in that
dataset. Another student built a web scraping tool for the dark
web and surface web to assist in deanonymization tasks. Often
on these datasets, the students add additional information in
the form of annotation that can be other released to researchers
in the field.

However, given the lack of discoverability of available
open datasets by doctoral students, many researchers settled
on doing surveys or interviews to collect data to generate
new knowledge. As noted above, the results of these studies
provided information on important areas such as user behavior
and motivation, but they often lacked technical depth, and
because of the constrained data collection were often not
generalizable.

Based on our experiences to date, we believe our program
needs to address the availability of reliable and open datasets
to provide students with more in-depth research options, as
discussed below.

V. DISCUSSION

To prepare our doctoral students for the continuously evolv-
ing challenges in the cybersecurity research field, we propose
integrating curating open, accessible datasets and synthetic
data generation methodologies into our D.Sc. program in
Cybersecurity as specialized topic modules within various
courses. These modules will provide doctoral students with
advanced analytical, technical, and ethical competencies, en-
hancing their cybersecurity research capabilities.

As shown in Figure 1, the integration of topic modules
into 800-level courses follows a structured approach. Students
begin with applied research in cybersecurity in IT 800 and IT
810, focusing on curating relevant, open datasets for cyber-
security research. They then learn qualitative and quantitative
research methods in IT 820, in which we can add the topic
modules covering how to use GANs to generate synthetic data.
In the dissertation research phase in IT830 The Dissertation
Proposal, IT840 Data Collection and Analysis, and IT850
Dissertation and Oral Defense Designs, they apply these skills
to collect and analyze data, ensuring their research is rigorous
and impactful. Finally, their research findings contribute to
a more comprehensive dataset repository, enriching resources
and adding valuable insights for future students and the
broader research and practitioner community.

For example, for the research course focusing on explor-
ing cybersecurity research topics, we propose introducing
a topic module focused on curating current, relevant, and
open datasets. This module would involve training doctoral
students in identifying, sourcing, and evaluating high-quality
open datasets relevant to their research topic in cybersecurity.
As part of this module, students would engage in practical
exercises that require them to access various cybersecurity data
repositories, evaluate the datasets for completeness, accuracy,
and relevance, and then curate a collection of datasets that
could be used in their individual doctoral research projects.
Students would be tasked with creating a curated dataset
that they present at the end of the course, which could also
contribute to a larger, shared repository accessible to other
researchers and students within the university.

For the research seminar teaching quantitative and qual-
itative research methods, integrating a module on synthetic
data generation using GANs would significantly enhance the
research methodology training for doctoral students. This
module would cover the theoretical foundations of GANs
and their applications in creating synthetic datasets that are
statistically like real-world data but do not carry the same
privacy or security risks. Students would learn how to design
GANs to generate datasets that could be used for testing
hypotheses in environments where real data may be scarce or
sensitive. A course on machine learning is one of the technical
courses offered and this can provide the framework for this
topic.

Integrating open datasets and synthetic data generation
methodologies into our D.Sc. in Cybersecurity program offers
both benefits and challenges. Curated open datasets of current
data will provide structured, real-world resources that could
improve research transparency, reproducibility, and valuable
to the identification of emerging cyber threats. However, their
curation requires careful attention to quality, legal, and ethical
constraints, as well as evolving data management standards.
Similarly, synthetic data generation through GANS helps tackle
data scarcity and privacy concerns but requires a curriculum
that balances theory with practice. These curriculum changes
should ensure our doctoral students are better equipped to
handle the technical, ethical, and methodological challenges



involved in cybersecurity research today and tomorrow.

VI. CONCLUSION AND FUTURE DIRECTIONS

The government is working to improve the “accessibility,
discoverability, reliability, reproducibility, sustainability, and
utility” of data generated with their funding [8]. In addi-
tion, NIST is looking for public comments on standards and
guidelines for the digital content transparency [29]. However,
the authors believe strongly that similar initiatives should
be applied to the many datasets identified or generated in
academia, whether government-funded or not, to further de-
velop the science of cybersecurity. While privacy and security
remain major concerns, synthetic data generation provides a
potential solution providing that limitations are identified and
documented. In addition, the addition of relevant metadata
during a structured curation process can significantly add to
the quality and usability of the datasets. The authors will
continue to expand their collection and curation of the datasets,
through their own activities and the results of the doctoral
student course work. They will also study the impact that
the discoverability of quality current datasets will have on
the types of research conducted by doctoral students, such
as an increase in replications studies, and the quality of these
outcomes.

In addition to the existing measures, the authors plan to
further explore the impacts of the two modules added to the
800-level courses, which all students are required to take.
This evaluation will not only assess their research methods,
including the increased use of the open-source datasets and the
generation of synthetic data, but also initiate a broader range
of potential research projects specifically aimed at evaluating
the learning outcomes associated with these methods. A survey
will be conducted to examine students’ selection of datasets
and its effect on their research process, particularly focusing
on the time and effort required for dissertation completion.
This future work will aim to provide a deeper understanding
of the educational and practical implications of our curriculum
enhancements.
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